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video and photographic equipment managed by medical
personnel trained to deliver healthcare to remote patients.
The primary aims of telemedicine are to increase the quality
of healthcare and to reduce costs by providing patients
remote access to specialized medical resources. Telemedicine
facilitates both remote access to medical care and the
transmission of healthcare information.3 Recent years have
seen steady growth in the practice of telemedicine in parallel
with advances in information and communications
technologies and a progressive decline in the cost of the
equipment and infrastructure required.4

Teledermatology involves the clinical evaluation of skin
lesions and the review of laboratory findings by
dermatologists using telemedicine techniques to diagnose
and treat patients at a distance. The primary aim is to
provide specialized dermatological care to patients in remote
areas. A further aim is to increase diagnostic efficiency and
reduce the number of hospital visits.3,4

As in other specialties, the application of telemedicine
to the practice of dermatology has encountered resistance
among professionals in the field.5 However, a still larger
group is demanding the active involvement of both patients
and doctors in the task of adapting these new technologies
to medicine in order to take advantage of the potential but
obvious advantages they offer.6

Current developments in telecommunications and
information technology have revolutionized many aspects
of daily life, and this revolution has also had an impact on
the practice of medicine, and especially dermatology. The
ways dermatologists attend their patients, access medical
knowledge, train young doctors, and inform the public have
all changed significantly over the past 20 years. The aim of
this article is to briefly review the impact of information
technology on dermatology as a medical specialty.

Introduction to Telemedicine

The concept of telemedicine is not clearly defined in the
literature,1 but we can consider it broadly as medicine at a
distance2 implemented by way of healthcare delivery systems
that rely on computers, communications technology, and
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The practical use of telemedicine for delivering healthcare
is undeniable when it is used to overcome geographical, social,
or political barriers (prisons, wars, etc).7 However, the
incorporation of teleconsultation into routine practice does
not seem justified in countries like Spain that have a good
logistic infrastructure,8,9 and studies have shown that
teledermatology is not cost-effective except from a social
standpoint and then only when the patient would have to
travel more than a specified number of kilometers.10 There is,
however, some evidence that inexpensive store-and-forward
systems could reduce waiting lists11 and facilitate triage, especially
in patients with neoplastic diseases.12 What cannot be ignored
is that the number of people using the Internet to obtain
medical information is growing steadily,13-16 that the technology
is increasingly more powerful and generally accessible, and
that healthcare is not unaffected by these trends. Moreover,
telemedicine is not limited to teleconsultation.5 There are
already a number of telehealth applications in everyday use
that have become standard tools, such as online databases (for
example PubMed) and applications for compiling and storing
medical records,16,17 and these innovations will soon give rise
to integrated and interconnected medical information systems.
The reality of these developments is unquestionable, but the
future of teleconsultation is not because its role is still far from
clear.18-20

The body of knowledge concerning telemedicine is currently
growing exponentially, and has expanded from a scant 60
articles indexed by Medline in 1990 to almost 9000 articles
in the current literature. The aim of this review is to provide
an overall, although not exhaustive, overview of what
teledermatology is, the current situation, and future
perspectives. Given the vast scope of the topic, we have decided
to divide the review into 2 parts, the first dealing with the
concepts and applications of teledermatology, and the second
analyzing advances in research in this innovative field.

Why Teledermatology?

No one would deny—and many authors have written
about the subject—that dermatology, because of its
significant visual component, is a particularly apt field for
the application of telemedicine since the advent of digital
photography. The invention of photography in 1839
revolutionized the graphical representation techniques used
since the mid-16th century to illustrate medical texts
(woodcut engraving and lithography).21 Until the end of
the 20th century, however, the use of medical photography
was limited to training and educational purposes, scientific
publications, and case analysis during clinical sessions.
Today, almost 2 centuries after the advent of photography,
digital imaging technology has set in motion a similar
revolution by providing improved graphic quality and greatly
simplifying the processing, storage, retrieval, and

visualization of high resolution images. The traditional way
of treating patients has changed, and cutting edge
dermatology is inconceivable today without the routine use
of digital photography.22 We have moved on from using
photography only for educational purposes (lectures, books,
papers, etc) to using it in routine clinical practice as a
complement to physical examination. Just as we should
never omit a clinical description of the results of an
examination because this constitutes a valuable analysis of
what was observed, neither should we omit the inclusion
of clinical photographs as another type of finding because
such images add a great deal to the clinical examination of
the dermatological patient.23

Current electronic systems for handling medical records
include applications that manage the referral of primary
care patients to specialists.24 These applications also handle
the process of assigning a priority to each case (patient
selection) and notify patients about their appointments.
The conventional paper referral document includes the
basic data set (patient name, birth date, sex, name of referring
clinician, institution, and referral date) and the clinical
information supporting the referral (personal medical history,
reason for consultation, site of lesions, associated symptoms,
prior treatment, etc). Electronic referral documents contain
the same fields in a digital format. The advantages are
undeniable and include legibility, the use of mandatory
fields (ensuring minimum quality), and independence from
the barriers of time and place (immediacy). Electronic
referral also facilitates statistical analysis of data and ensures
continuity of care by improving communication between
primary care and specialist physicians. In the case of
dermatology, it also affords the interesting possibility of
attaching digital images of the skin condition that led to
the patient visit. These electronic documents are already a
tool of undeniable value.

The question is whether the data that can be provided
by the primary healthcare clinicians (clinical information
and images) will be sufficient to enable the dermatologist
to establish a reliable diagnosis and, in certain cases, to
extend care to the patient at a distance (teleconsultation)
without the need for a face-to-face consultation.25,26

This is not an easy question to answer because a proper
evaluation would involve comparing teleconsultation with
conventional face-to-face care to clarify a number of factors,
including 5 in particular that correspond to the basic areas
of research in the field of teledermatology: reliability, validity,
outcomes, costs, and patient satisfaction.27,28 These topics
will be discussed in the second part of this review.

The chief advantage of teleconsultation is accessibility,
and there is no question or debate about the use of this
technology for patients living in remote areas, or in
institutional settings, such as correctional facilities and
nursing homes. However, other arguments, in this case
related to healthcare policy, have been advanced to justify
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the use of teleconsultation in dermatology.29,30 The cost of
dermatological care in the United States of America in
1997 was 36.7 billion dollars, and this total included the
cost of 33 million outpatient visits to dermatologists.31 The
demand for dermatological care is increased by an aging
population and there is a clear upward trend.32,33 It is
interesting to note that, in the USA, only 40% of skin
problems are managed by dermatologists,31 and this
percentage is even lower in Europe.34,35 However, several
studies have shown that skin diseases are managed more
effectively by dermatologists than by primary care
physicians.36-38 Various authors hold the view that these
findings justify allowing patients direct access to
dermatologists without prior referral from a primary care
physician39. Telemedicine facilitates patient access to
dermatologists from the primary care setting thereby
increasing the quality of care.40

One of the arguments widely used to justify the practice
of telemedicine is that waiting lists for an ordinary
dermatological consultation are too long in many hospitals
(United Kingdom), making it imperative to identify the
patients who urgently need specialist care.41-43

However, before teledermatology is incorporated into
routine practice, the reliability, validity, and cost-effectiveness
of the technology should be thoroughly evaluated.4 Despite
the considerable body of research carried out to date, we
are still far from obtaining answers to the key questions,19

especially because much of the published research has had
significant methodological defects.19,28 These problems will
be discussed in detail in the second part of this article.

The Origin and Development of
Telemedicine and Teledermatology

Originally, the practice of medicine required doctors and
patients or teachers and students to be in the same place at
the same time. Gutenberg’s invention of the printing press
in 1451 provoked the first great scientific revolution making
it possible to disseminate medical information on a mass
scale. Nevertheless, large hospitals have always been located
in the urban agglomerations with the most political weight.44

This situation has obviously led to considerable differences
in access to medical care and medical training in different
areas depending on geographical situation. Later revolutions
in transport minimized these differences by overcoming
geographical barriers and bringing doctors and patients
into closer contact. Inventions such as the steam engine in
1825, the automobile in 1896, and the airplane in 1904 are
all examples of this phenomenon. Similarly, improvements
in communications systems, such as the telegraph in 1844
and the telephone in 1876, significantly improved
communication between doctors and their patients and
colleagues. Current advances in these areas are obvious and

have occurred at an ever increasing rate, particularly in data
processing capacity, the implementation of fiber optics, and
the spread of the Internet (Table 1).45

The earliest telemedicine projects date back to 1960, but
research in this field was largely abandoned at the end of
the 1970s because of the high cost of the technology
involved. The end of the 1980s heralded a dramatic
improvement in the technology used in computers,
communications, and video and photographic equipment,
and these advances combined with a steady decline in the
cost of these technologies led to a marked increase in the
number of telemedicine projects3; since then growth has
been exponential. In August 2007, a Medline search turned
up 8982 citations relating to telemedicine. The medical
specialties currently most active in this research are, in order
of number of studies and implementation of the technology,
as follows: radiology, anatomic pathology, dermatology,
psychiatry, and surgery.46

The first teledermatology project took place at the end of
the 1960s in the context of a broader telemedicine program
linking a medical clinic located in Boston’s Logan Airport
and the Massachusetts General Hospital, USA.3 Shortly
afterwards, in 1970, Murphy et al47 published the results of
a study in which dermatologists assessed images of skin
lesions on either color slides or a black and white television
screen. Interobserver agreement among the specialists was
85%, a significantly better result than that obtained when
the slides were assessed by general practitioners, who concurred
on diagnosis in only 33% of cases. Later studies revealed that
dermatologists were more successful in terms of both diagnosis
and treatment after evaluating images of skin problems using
either real-time video conferencing systems or store-and-
forward technology than general practitioners who observed
patients in person.42 The authors concluded that the use of
communications technology was very effective, but too costly
to be applied to healthcare. It was not until the technological
revolution of the 1980s and the early 1990s that the overhead
fell to within an acceptable range for the use of this technology
in clinical settings. Telemedicine projects reached a peak in
the 1990s, and dermatology was often the leader in the use
of teleconsultation.4,19

Norway was the first European country to introduce
teledermatology systems. In 1989, a real-time
teledermatology service was established linking the
University Hospital in Tromsø and a primary care center
in Kirkenes situated some 800 km away (a drive of
approximately 12 hours).48 An initial pilot study published
by these 2 participating medical centers reported a 100%
diagnostic agreement between face-to-face visits and
teledermatology consultations. As a result of these findings,
teledermatology was incorporated as a routine service, and
the necessary apparatus was acquired locally in 1993 to
provide phototherapy to patients in Kirkenes thereby
obviating the need for trips to Tromsø for that treatment.
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The rise in interest in teledermatology has occurred at
a time when the demand for dermatological services has
increased considerably. Finland has also played a leading
role in the development of teledermatology.49 In the United
Kingdom, the number of patients referred to dermatologists
increased by approximately 50% between 1981 and 1991,
and this increase has given rise to a reconsideration of the
general situation of dermatologists in that country.4,50

Participation in teledermatology programs has increased
worldwide, keeping pace with new developments in
communications systems.

Since its first use at the end of the 1960s, teledermatology
has proved to be a moderately efficient method for making
a diagnosis, achieving reliability rates of between 59% and
80% in subsequent studies,51 most of which investigated real-

time interactive teleconsultation. However, most of the studies
published since 2000 have focused on store-and-forward
platforms, because asynchronous systems are less costly, easier
to manage, and have a reliability rate on a par with real-time
systems.19,52 It may be possible to further improve the efficiency
of telemedicine by standardizing and maximizing the
information included in patient medical histories, using
protocols for the acquisition and transmission of images, and
storing patient medical records in centralized databases.52

The countries currently leading in the field of telemedicine
are rich countries with a low population density (Australia,
Canada, the Scandinavian countries, USA) or a marked
shortage of specialists (the United Kingdom). Thus, the
use of telemedicine can be justified by healthcare policy as
well as by geographical factors because it offers obvious
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Table 1. The History of Telemedicine

Date Telemedicine Event or Precursor

1875 First telephone (Bell). Was this the origin of telemedicine?

First telephone conversation between health professionals

1900 Delivery of medical services to the Antarctic from Australia using a radio link 

1910 First use of an electronic stethoscope using a telephone line

World War II and American Department of Defense. Remote support for medical care of deployed troops
post-war period

1950 Nebraska project. Closed circuit television used for medical monitoring of patients

Early 1950s First telephone transmission of radiographic images takes place in Pennsylvania

1950s NASA project for monitoring the vital signs of astronauts in space

STARPAHC telemedicine program for space missions. Medical care delivered to patients in remote locations 
via microwave transmission

1968 The Telediagnosis Program links an airport and a hospital in the USA

First use of the term telemedicine

Interactive video transmission. Psychiatric consultations

1970s and 1980s Telemedicine project using the Hermes satellite (USA-Canada)

Transmission of video conferences

1980s and 1990s Decline in interest in telemedicine projects

High cost of data transmission

1990 General access to the Internet, a communications network based on the US Department of Defense 
ARPANET network

1993 Development of protocols (http, ftp) and tools for transmitting images (MOSAIC) over the Internet and the 
advent of the World-Wide-Web.

End of the 1990s Resurgence of telemedicine. Concern about access to medical services in rural areas

Today Revolution in communications technology (Internet, mobile telephony)

Advances in digitalization of images

Internet access for 195 million people. Sixty million people have access to health information

Some 78% of doctors worldwide have Internet access

Marked increase in the number of telemedicine projects

Taken from García-Vega FJ.45



advantages in terms of both greater accessibility and the
elimination of geographical barriers.8 However, the routine
use of telemedicine has not achieved the expected level of
popularity even in wealthy countries—such as Norway7 and
Canada54—with a low population density and a tradition
of research in this field. Many projects have never gone
beyond the pilot stage, and programs often encounter a
large number of obstacles.55-57 The use of telemedicine in
Norway is limited by problems related to staff remuneration
and the time required to carry out teleconsultations,7

although it should be noted that the field enjoying the
broadest implantation and use of telemedicine is
dermatology. The following limitations restricting the
routine use of teledermatology have been reported in
Australia: lower reliability and accuracy compared to
conventional face-to-face consultation; lack of doctor-
patient interaction; problems related to remuneration;
inadequately trained personnel; and lack of acceptance
among potential users.58 Recent studies in the United
Kingdom have highlighted potential obstacles to the survival
of teledermatology programs.28,57 If these programs are to
succeed, all the parties involved (the health services, medical
and paramedical professionals, and the patients) must be
flexible and adaptable, especially in view of the emergence
of novel organizational patterns and workflows, which
should be specifically planned and designed to meet the
needs of the new situation.59-61 Thus, while the use of
teledermatology is developing in a spectacular fashion, many
important questions still have to be resolved.

Telemedicine Applications

In general terms, telemedicine can be defined as the use of
telecommunications technology to deliver or manage medical
information and services.62 In the context of care services,
telemedicine is the delivery of patient care and the exchange
of healthcare and medical information at a distance.

The World Health Organization defines telemedicine as:
“The delivery of healthcare services, where distance is a critical
factor, by healthcare professionals using information and
communication technologies for the exchange of valid
information for diagnosis, treatment and prevention of disease
and injuries, research and evaluation and for the continuing
education of healthcare providers, all in the interests of advancing
the health of individuals and their communities.”17,51,63

Table 2 shows the many different applications of telemedicine
including the simple transmission of updated information to
distribution lists, bibliographic searches, the use of teleconferencing
to discuss cases in clinical sessions and medical conferences, e-
training for doctors, patient education, home-based monitoring
of selected patients, and all aspects of teleconsultation.5,16,64 The
communications between the parties can include many types
of data, including radiographic or cytological images, images
relating to a psychological examination, information sent by e-
mail, video or audio recordings of the physician or patient, and
tables of physiological findings.65

A number of medical specialties have incorporated
telemedicine into routine daily practice. These include in
particular fields that rely heavily on imaging, such as radiology,
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Table 2. The Medical Applications of New Communications Technologies

Telediagnosis Exchange between physicians of information—text or images—with or without patient participation in 
order to establish a diagnosis and/or plan a treatment regimen (teledermatology, teleradiology,
telecardiology, teleopthamology, telepathology, etc).

Telecare Remote monitoring of physical and/or biochemical parameters in chronically ill patients (dialysis and 
cardiorespiratory patients, terminally ill patients, etc) in the patients’ homes, elder care facilities,
geriatric nursing homes, correctional facilities, etc.

Email cross consultancy Email contact between physicians to request assessment of a specific disease or condition in 
particular cases.

Medical emergencies This novel field within telemedicine deals with the delivery of medical services from urban or rural 
areas where emergency medical services are available to remote medical facilities located at sea,
in isolated areas, in developing countries, or in areas affected by natural disasters, armed conflict,
etc.

Teleadministration The use of communications technology for purely administrative work (for example scheduling and 
managing appointments)

Teletraining Participating professionals receive updated information, the results of research, and specifically 
created multimedia content via the Internet or intranets, obviating the need for physical attendance
at conferences or courses.

Virtual consultation Patients receive medical advice through the Internet. This is probably the area that will grow most in 
the coming years

Internet healthcare portals These websites, which are used for both clinical and educational purposes, combine different 
applications ranging from merely informative (static) pages to completely interactive applications.
They may have open access or be restricted to specific users (doctors, authorized members, etc).

Adapted from García Vega FJ.45



pathological anatomy, and dermatology, although telemedicine
has also been used to deliver medical care in remote locations
in response to medical emergencies and disasters, to monitor
outpatients at home, and in the practice of ophthalmology,
surgery, psychiatry, pediatrics, oncology, and cardiology.66,67

Teleradiology has been largely responsible for the paradigm
shift. Although some initial resistance was encountered,
almost all hospitals are currently changing over to digital
medical imaging systems. This area is being completely
revolutionized; physical radiographs are disappearing and
simultaneous online access to radiographic images is now
available to multiple users. Moreover, digital image data can
be manipulated to enhance visualization, and the new
technology allows specialists to work remotely.68-70 The use
of telepathology has spread rapidly in recent years as the
difficulties associated with the large size of the image files
generated by the digitalization of histological slides have
been overcome, and the use of telepathology systems is now
a reality with interesting applications in the field of
dermatopathology.71-73 These changes in the way we work
have repercussions on both hospital and outpatient care and
generate new and promising channels of communication
between the different levels of our healthcare system.16

Telemedicine comprises 4 basic types of services.45,74

Remote Healthcare

Remote healthcare uses telecommunications systems to
deliver medical care at a distance. It can be divided into 2
main areas:
1. Consultation and diagnosis: remote consultation involving

the participation of one or more medical professionals
in order to establish a diagnosis.

2. Monitoring/surveillance: remote monitoring of medical
parameters (electrocardiogram in patients with ischemic
heart disease, spirometric data in respiratory patients,
vital signs in emergency situations, etc), or the course of
the disease in patients with chronic disease or those
requiring follow-up (for example postsurgical check-ups
in skin cancer patients).

Prevention and Screening

Prevention and screening applications facilitate the early
detection of diseases with particular impact on public health,
such as melanoma75 and diabetic retinopathy.76

Administration and Patient Management

Administration encompasses the management of the
whole healthcare process.

New technology facilitates patient access to the healthcare
system (requesting appointments for consultations,
laboratory tests, radiographs, etc).

These systems also provide clinicians with more agile systems
for accessing and exchanging data by improving response times
and generating an electronic patient record (containing the
consulting physicians’ reports, test results, detailed record of
the care process, access to clinical reports, etc).

Finally, as a result of the connection established between
the different levels of the healthcare system, a patient record
can be compiled that includes both primary and specialized
care. This leads to improved information at all levels and
eliminates unnecessary duplication.

Healthcare Information

The Internet is an immense repository of information
that can be quickly accessed by anyone. The problem is to
ensure that the information is correct and supported by
good evidence, and to implement systems that will screen
out information that fails to meet these requirements. It is
therefore essential to use accredited sources, such as the
web sites of medical societies and universities.

The Internet provides public access to general healthcare
information. This may take the form of recommendations
on how to foster good health (nutrition, lifestyle, sun protection,
etc), information about a particular disease (melanoma,
psoriasis, eczema), or advice designed to prevent disease and
to help individuals who want to take care of themselves.16,77

The Internet also facilitates distance learning and remote
access to information, providing access to the sources of
knowledge and information on levels of evidence that form
the basis of the continuing professional development of
healthcare professionals in general.

The aim of telemedicine is, therefore, to provide health
services that will foster the well-being of society and improve
the state of public health in general. As a service, telemedicine
not only delivers patient care, but also facilitates administrative
processes and the transmission and management of healthcare
data. The users of telemedicine systems may be healthcare
professionals (medical and nursing personnel, and administrative
staff, etc), patients, or members of the general public.

The Primary Aims of Telemedicine

1. To promote equitable access to specialized medical care
2. To improve cooperation between the different levels of

the healthcare system (primary and specialized care)
3. To reduce the direct and indirect cost of healthcare
4. To develop the skills of doctors and other medical

professionals by way of training based on teleconsultations
and video conferences
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5. To deliver clinical care at a distance of the same quality
as that provided using conventional technology

6. To reduce waiting lists in certain specialist fields by
offering teleconsultations from local healthcare facilities

7. To improve and expedite consultation between different
specialized care units (superspecialties and centers of
technological excellence).

8. To increase the use at home of both primary and secondary
healthcare services and the availability of healthcare
information to patients at home.

Several countries have led the way in the application of
these new technologies and have implemented telemedicine
programs some years ago. These countries were early
adopters for various reasons, including the following:5

1. Difficulty of access to specialist care because of great distances:
USA, Scandinavia, Australia, and the South Pacific islands

2. Insufficient availability of specialists: Japan and the
United Kingdom

3. The existence of specific programs for planning
development strategies: USA, Russia, United Kingdom,
Germany, and France

The Benefits of Telemedicine

The many applications of telemedicine can provide a number
of benefits to medical institutions, professionals, and patients
(Table 3). Certain ethical considerations argue in favor of
the use of telemedicine since it promotes universal and more
equitable access to healthcare by delivering healthcare to
patients in isolated areas.78 By integrating the different
levels of care, telemedicine also promotes a more
comprehensive understanding of the patient, eliminates
duplication of work, and favors the development of a new
patient-centered healthcare model.60

Closer integration leads to increased efficiency because
it optimizes the use of healthcare resources, rationalizes the
management of demand, minimizes travel and the length
of hospital stays, and reduces duplications in clinical work,
examinations, and tests.79

Since this technology improves access to information at
all levels of care, its advantages for training and education
are indisputable. In addition to providing professionals with
scientific and technological support that facilitates their
continued in-service training, telemedicine also raises
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Table 3. Hypothetical Benefits of Telemedicine in the Delivery of Healthcare. A Report by the Spanish Health Authorities
(INSALUD Plan de Telemedicina, Madrid 2000)

Beneficiary Benefits

Clients Higher quality healthcare, either because of easy and rapid access to specialist care or because 
medical professionals have access to more information about the patient.

Patients are spared the cost, time loss, and inconvenience of travelling, sometimes long distances, 
for additional visits when a specialist opinion is required.

Healthcare professionals Availability of abundant information on healthcare subjects

Access to a second opinion to establish a diagnosis

Improved clinical and therapeutic coordination

Support for physicians working in isolated areas. Improved communication between 
professionals

Consolidation of the patient’s whole medical history into a single unified record accessible to all 
levels of healthcare

Availability of computer systems for the management of medical records

Research and training possibilities

Healthcare administration Telemedicine favors an equitable and universal healthcare service

Improved continuity in medical care. Improved communication between professionals

Delivery of quality healthcare to remote areas of the country Improvements 
in the quality of care

Reduced length of stay in hospital, resulting in a more rational use of resources and earlier 
discharge 

Reduction in the need for travel and transport normally paid for by the healthcare system

Simplification of procedures

Taken from the Spanish Ministry of Health and Consumer Affairs.63



awareness about health issues and promotes self-care in the
general population.

Moreover, the following advantages of telemedicine are
generally accepted as unquestionable: improved access to
healthcare services for populations living in remote areas;
reductions in the expense associated with patient transfers
and travel by patients, doctors, and other professionals; and
the dissemination and updating of clinical and administrative
knowledge.45

How Does Telemedicine Work?

In 1993, the American Telemedicine Association (ATA)
(www.atmeda.org) was created in Washington DC, USA
as a nonprofit organization with membership open to
individuals, medical societies, companies, and other
organizations with an interest in promoting the deployment
of telemedicine throughout the world. 

The elements necessary for interaction in telemedicine
are information capture equipment (conventional PC and
still or video cameras), data transmission capability (satellite,
telephone network, cable, etc), and the means to display
information (usually a computer screen).80 Two techniques
are used: synchronous or real-time communication using
a video conferencing system; and asynchronous or store-
and-forward systems. 3,65

Telemedicine can be practiced by anyone who has the
necessary medical knowledge and the appropriate equipment.
This equipment is increasingly cheaper and easier to obtain.45

The chief advantage of this technology is that it improves
accessibility to health care for many populations including
patients living in nursing homes,30 bedridden patients living
at home, as well as individuals at sea, in airplanes, on
battlefields, on mountain peaks, or in the Antarctic.
Telemedicine can provide access to specialized medical care
wherever it is required.

Satellite communications systems reach the most remote
areas of the planet, while asynchronous digital subscriber
lines (ADSL) and digital subscriber lines (DSL) enable
faster direct transfer of information using the existing
telephone network. While most telemedicine systems use
the telephone network, other solutions exist.81 These rely
on dedicated local area networks (LANs) or worldwide
digital networks, integrated services digital network (ISDN)
connections, T1 lines, and global system for mobile
communications (GSM) mobile phone networks.82 These
systems usually employ asynchronous packet switching
(ATM [asynchronous transfer mode]) over broadband
networks based on coaxial or fiber optic cable, relayed
microwave transmission, or other means of data transmission.

With aid of intuitive interfaces and powerful information
management systems, it is now possible to provide rapid,
sophisticated, and automated telemedicine services.52

However, very simple systems may be sufficient to achieve
satisfactory results.11 Such systems are accessible to any user
with a minimal knowledge of information technology. Any
desktop or portable computer with unsophisticated software
and hardware specifications is sufficient for carrying out a
teleconsultation with a more than acceptable quality.45

The Key Components of Telemedicine
Essential for Success

Several components and factors are essential to the success
of a telemedicine system,29 all of which must be taken into
account (Table 4). The aim of this review is not to offer a
detailed analysis of these elements, but it is necessary at
least to enumerate them in order to give an idea of the
complexity of these systems (a complexity that goes beyond
merely technical aspects).57

Teledermatology

Teledermatology involves the clinical evaluation of skin
lesions and the review of laboratory findings by dermatologists
using telemedicine techniques that allow them to diagnose
and treat patients at a distance. The primary aim is to give
patients in remote areas access to specialized dermatology
services. Several authors have identified teledermatology as
a subspecialty of telemedicine.3,16,25 The term refers to
consultations between a patient with a skin disease and a
dermatologist (with or without the involvement of a primary
healthcare clinician) with the aim of developing a diagnosis
and making recommendations for treatment. Telemedicine
systems are also used to deliver education in dermatology
to healthcare professionals and in some cases even to
patients.

Types of Teledermatology

Both research and clinical practice in the field of
teledermatology are carried out using either real-time video
conferencing systems or store-and-forward systems that
capture and store images for later transmission.

Synchronous or Real-Time Teledermatology

In the real-time modality, at least 2 parties communicate
synchronously, that is, there is real-time interaction between
them. This term can be applied to both video conferencing
and an ordinary telephone call. In this encounter, the patient
may be alone but is more often accompanied by a primary
care physician or an auxiliary technical practitioner
specialized in telemedicine.
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Asynchronous or Store-and-Forward
Teledermatology

In store-and-forward systems, information is recorded and
stored for later transmission to the dermatologist, who
responds at a later time. In this modality, there is no real-
time interaction between the patient and the dermatologist.
This means that the information sent depends on the
intervention of a third person (a primary care physician,
nurse, or in many studies, a research assistant). E-mail
systems or web interfaces may be used, since these
technologies allow clinicians to attach and transmit a medical
history form with the obligatory fields completed together
with digital images of the patient’s lesions. The procedure
is asynchronous as the teleconsultation (consisting of clinical
data and images) is first created and then transmitted. The
consultant then evaluates the data and responds, and none
of these steps require the specialist to be available at the
same time as the consulting parties.

Hybrid systems

Hybrid systems are store-and-forward systems that can
also handle real-time interaction. Real-time interaction
may take place by way of 2-way audio communication (for
example using the Picasso still phone),3 or it may take the
form of video conferencing using a webcam.8,83 The Swiss
Dermanet project also uses a hybrid system to store and
forward clinical histological and dermoscopic photographs
to enable physicians on the teledermatology network to
later discuss cases via a multilateral real-time video
conferencing system.17,84

Each system has advantages and disadvantages (Tables 5
to 7). However, most dermatologists tend to prefer the
store-and-forward system because it is simpler to coordinate,
and because it saves time and economic resources.85

The chief advantage of video conferencing is that it is
more similar to a traditional face-to-face consultation and
it allows interaction between dermatologist, general
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Table 4. Key Components and Factors Determining the Success of Telemedicine

Area Factors

I. Primary care Acceptance

Workflow

Acquisition of photographic images

Patterns of referral to specialized medicine

II. Specialized care Acceptance

Quality of images

Diagnostic certainty

III. Patients Acceptance

Suitability of lesions for photography

Privacy

IV. Technology Feasibility of store-and-forward or real-time systems

Acquisition of images Ease of use

Resolution 

Portability of photographic or video systems

Costs

Data transmission and security

Retrieval and visualization

Data storage

V. Healthcare systems Quality of care

Access

Economic justification

Legal aspects Malpractice

Tendering

Taken from Romero G.23



physician, and patient. This type of interaction usually
makes the consultation more reliable in terms of diagnosis
and disease management. The disadvantages of real-time
systems are higher cost, greater bandwidth requirements,
and, most importantly, the need to bring all the participants
together at the same time, a constraint that has been shown
to greatly increase the time taken to complete a consultation. 

Asynchronous consultations are less costly, require less
bandwidth, and use technical equipment that is increasingly
more generally available (digital still cameras). Moreover,
there is no need to coordinate the simultaneous presence
of doctors and patients, another timesaving advantage.
Time is always an important consideration, particularly in

the case of patients, physicians, and healthcare
administrators. Store-and-forward platforms have evolved
with advances in digital imaging and Internet access.
Similarly, increasingly faster and more efficient data
transmission has been made available by the rapid
development of the Internet.51

Teledermatology Applications

Teledermatology is a system of interpersonal communication
between dermatologists located in different places (with
links between specialized care facilities and hospitals,
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Table 5. Differences Between Real-Time Online Teledermatology and Asynchronous 
Store-and-Forward Systems

Feature Online Video Conferencing Store-and-Forward (Asynchronous Teledermatology)

Real time Yes No

Possibility of adjusting, retouching, Yes, immediate No, requires additional transmissions
or retaking images

Clinical information Complete Standardized

Taken by the specialist Taken by the primary care physician 
or nursing staff

Response Immediate Delayed

More likely to resolve the problem  Less likely to resolve the problem 

Cost Very high Low

Requires broadband connection Broadband optional

Requires more time on the part of both Requires less time on the part 
professionals and patients of the professionals

Image quality Possibly adequate but minimal Very good

Time and place flexibility No Yes

Educational contribution Very good Good

Sources: Eedy DJ, et al4 and Ribera M, et al.5

Table 6. Arguments For and Against Store-and-Forward or Asynchronous Teledermatology Systems

For Against

Cheap and effective for disease diagnosis and management Impossible to obtain information directly from patients 
and PCP

Acceptable validity and reliability Less education for the PCP

Effective for screening and selecting patients for hospitalization Dehumanizes medical care

A large number of images can be reviewed quickly Boring and repetitive for the specialists
by the dermatologist

Reduces waiting time for initial patient assessment If the image quality is inadequate, the consultation 
must be repeated and treatment is delayed

Abbreviation: PCP, primary care physician. 

Source: Romero G.23



between different hospitals located in the same or different
communities, and even between different countries), between
dermatologists and other clinicians (primary care or
specialized physicians), or between dermatologists and their
patients.

This technology can be used for training purposes as well
as healthcare. As mentioned above, dermatology is a specialty
in which diagnosis is essentially based on the observation
of lesions and, when necessary, on microscopic observation
of these lesions. Diagnosis is normally made by way of a
conventional in-person visit, referred to in the literature as
a face-to-face consultation. During this visit, which requires
the simultaneous presence of the dermatologist and the
patient in the same place, a medical history is taken and
the patient is examined. Different kinds of visual
documentation, such as photographs and slides, can be used
to consult with other colleagues in clinical sessions.5

Teleconsultation

There are various forms of teleconsultation depending on
who is participating. Participants may include the patient,
nursing staff, specialized technical personnel, primary care
physicians, or all of the above.86 Consultation between
dermatologists and nursing staff in geriatric institutions
can be useful, but the most common form of teleconsultation
is between primary care physicians and dermatologists. The
availability of paramedical personnel specialized in
telemedicine who can take charge of the clinical photography
and handle the computer application can help to reduce
the workload of the primary care physician.51

Teleconsultation between dermatologists is used when one
of the participants is particularly specialized in the subject
matter or when a second opinion is sought. Some authors
see this procedure as the future gold standard in diagnosis.87

Very often in such cases dermoscopic images and histological
images (virtual slides) are attached.88 While direct

teleconsultation between patients and dermatologists without
the intervention of a trained presenter has been studied18,89

this procedure is not recommended as a routine practice
because of legal and organizational considerations.

The aim of teleconsultation is always to complement and
never to replace conventional face-to-face consultation.90

It is particularly useful for screening patients and triage,24,91

but is also used for pre- and post-surgical evaluation of skin
cancer patients,12,92 and to request the opinion of an expert
in dermoscopy.93

Education and Training

Teledermatology has excellent applications as a medium
for delivering classes to medical students and post graduate
courses of different kinds. It is also a useful tool in the
continuing education of dermatologists and primary care
physicians. As with teleconsultation, when used for these
purposes teledermatology can take place in real time, with
the possibility of interactive student participation, or recorded
transmission may be used. Interactive real-time presentation
is by a wide margin the most motivating modality for
students and is also more appropriate in terms of teaching
methodology.5

Of particular interest for educational purposes are web
sites for medical students, such as dermatoweb.net, and
sites used for continuing education, such as the Austrian
www.telederm.org and the Swiss Dermanet.94,95 Other
valuable resources are the on-line atlases with thousands of
clinical images (www.dermatlas.org and the Dermatology
Online Atlas on www.dermis.net) and e-learning programs,
such as Cyberderm-Doit (www.cyberderm.net) and
Dermconsult.com. New technologies, such as virtual reality,
can be valuable aids for teaching surgical techniques96 and
complex anatomical structures.97

Some teledermatology applications can be useful in for
both healthcare and teaching. Applications used to present
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Table 7. Arguments For and Against Real-Time or Interactive Video Conferencing Systems

For Against

Three-way interactive consultation between the dermatologist, Scheduling and coordination problems
the PCP, and the patient

More effective than asynchronous systems in terms of diagnosis  Technical faults cause substantial cost in time and money
and disease management

More comprehensive and better quality clinical information Lower image quality than in asynchronous systems
than with asynchronous systems

Educational value for the PCP Time spent is similar to conventional consultation

Cost-effective for long distances and when nursing personnel Not cost effective for short distances
(and not the PCP) attend patients during 
the teleconsultation

Abbreviations: PCP, primary care physician.

Taken from Romero G.23



clinical cases are just one example of this dual functionality.
These presentations may be used at medical conferences,
allowing participants to discuss cases (an increasingly
common format at conferences), or as part of training
programs organized for this purpose, or they may simply
be used by dermatologists to develop or discuss a diagnosis.1

Advantages and Disadvantages of
Teledermatology

Like any new technique, teledermatology has its supporters
and detractors. And, as is usually the case, a more impartial
intermediate position allows us to make a more accurate

assessment of the situation and facilitates our understanding
of the new technology. Table 8 summarizes the basic
arguments in this debate.

Essential Components of Clinical
Teledermatology

Conventional dermatological practice requires a careful
medical history and an appropriate physical examination,
and these elements can be provided by telemedicine systems
so long as the medical history and images include all the
data necessary for developing a diagnosis and a treatment
plan for the patient.
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Table 8. Advantages and Disadvantages of Teledermatology

For Against

More equitable provision of specialized services to remote areas, Teledermatology should be a facet of the dermatology
with access for all citizens service and not just an easy way to alleviate the 

deficiencies of the healthcare system

Patients can choose a hospital or specialist irrespective of Resistance to change on the part of professionals
the obstacles imposed by distance

The images are as good as those used in conventional Tendency to focus on the presentation of the lesion instead 
face-to-face consultations of the patient as a whole. Less emphasis on preventative 

medicine

Management plans similar to those applied in conventional Over 50% of patients subsequently require a face-to-face 
face-to-face consultations consultation

Generally high acceptance on the part of patients Some patients prefer face-to-face consultation with 
a dermatologist

Reduces the patients’ expenses (for example, Increases the cost to the healthcare system because 
travel and lost work time) of the expense of acquiring and maintaining 

the necessary equipment and infrastructure

Reduces the expense and morbidity associated with incorrect Reduces diagnostic certainty and increases the number 
diagnosis and treatment on the part of the PCP of diagnostic errors in specialized care

Saves the specialist’s time by obviating the need to travel Creates work overload for the PCPs
to other areas

Shorter waiting lists than for conventional consultation Demotivates specialists (making them merely a tool 
of the primary care services)

Increases the interest of PCPs in dermatology Dehumanizes specialist care

Tool for improving the continuing in-service training of PCPs Poses problems relating to data security, privacy, and legal
and specialists responsibility

Better quality of care than that provided by physicians Potential reduction in the number of jobs for dermatologists
not specialized in dermatology. Increase in the number in conventional settings
of jobs for teledermatologists

Improved use of the medical resources in the healthcare system. 
Avoids duplication and triplication of consultations on primary 
and specialized care levels

Continual reductions in the cost of the technology and progressive 
improvement in the quality and capability of the systems

Abbreviation: PCP, primary care physician. 

Adapted from García Vega FJ.45



Characteristics of the Medical History

A proper medical history should include demographic
information, duration of condition, history and description
of symptoms, additional relevant or aggravating factors,
location and/or distribution of lesions, suspected diagnosis,
and prior treatment. General medical information should
include information concerning the patient’s personal
background, current medication and allergies, and any
relevant family history. Dermatologists should request more
complete information if they consider this might be
important.

Asynchronous systems are less flexible and the information
must conform to a standardized template. This information
will be stored for subsequent retrieval and transmission.98,99

Technical Aspects of Teledermatology

The key to diagnosis is the quality of the images used. This
quality is determined by definition, color fidelity, precision
framing, and the transmission process. Current technology
allows the transmission of images with a resolution similar
to that of color slides, which allows a diagnosis to be
established in a high percentage of cases.5 In early studies,
Perednia et al100 compared the use of conventional slides of

skin lesions and digitalized images at different resolutions
and found a good statistical correlation between the slides
and 24-bit color 574 × 489 pixel digital images. Bittorf et
al101 later established in 1997 that 24-bit color 768 × 512
pixel images are perceived as equivalent to images at higher
resolutions. Digital photography has advantages over film
because it offers easy access and many possibilities for image
manipulation.

Good images can be obtained using a resolution of 1024
#as 744 pixels or even 768 × 512 pixels when the photograph
is taken at the appropriate distance. However, when higher
resolutions are used (1280 × 1024 pixels), details can be
enlarged on the screen without any loss of quality.102 The
following specifications are considered by Pak103 to be
optimal for a digital camera intended for use in
teledermatology: a resolution of 2048 × 1536 pixels with a
24-bit color depth (16.7 million colors or Truecolor); optical
zoom with enlargement of at least 3 ×; through-the-lens
dedicated flash; macro focus mode (which allows perfect
focus at distances between 10 and 30 cm); and the option
of image compression using the JPEG ( Joint Photographic
Expert Group) standard. A wide variety of low-cost cameras
on the market fulfill all these requirements. Minimum
specifications for visualizing quality images are met by
medium range digital still cameras and standard digital
video cameras.

The resolution of an asynchronous system is generally 3
times that of analogue videos. Moreover, real-time video
conferencing requires a bandwidth of at least 384 Kbps.
ISDN connections support 144 Kbps, and T1 lines may
reach a speed of 1544 Kbps. Store-and-forward systems
require only 56 Kbps, and acceptable transmission at these
speeds can be achieved with most conventional telephone
lines. The cost of real-time video using a broadband
connection is approximately 6 times that of using an
asynchronous store-and-forward platform.103 A fast
broadband connection, such as ADSL, cable, or dedicated
T1, T2, T3, and T4 lines, is recommended for the routine
use of asynchronous teledermatology. However, conventional
telephone lines may be used in areas where these systems
are not available.

In order to standardize the transmission of medical data,
the American Telemedicine Association has established a
protocol for the acquisition of images for use in
teledermatology (Table 9) and guidelines relating to the
additional data that must be attached to each image to
identify the patient and the site of the lesions.

Characteristics of the Consultation

Regardless of the modality used for the teleconsultation, it
is essential to ensure patient privacy, data security, and a
level of simplicity that will ensure the reproducibility of the
process. Although it may be considered sufficient that the

Romero G et al. Telemedicine and Teledermatology (I): Concepts and Applications

Actas Dermosifiliogr. 2008;99:506-22518

Table 9. Recommendations of the American 
Telemedicine Association on Photography 
for Teledermatology

For a generalized rash:

1. Anterior and posterior images of the body to indicate the
situation of the involved areas (distribution)

2. Normal examination distance for typical lesions (between
22.86 and 30.48 cm)

3. For certain lesions, very close-up images should be
taken with a macro focus lens at more than 10.16 cm
from the surface of the lesion (always identify the area 
of the body under examination).

For localized rash:

1. Normal distance from subject (between 22.86 and 30.48 cm)

2. In the case of highly localized or individual lesions, use
the macro focus lens at a distance of approximately 
10.16 cm from the surface of the lesion (always identify 
the part of the body in the photograph).

General recommendations:

1. Always include a ruler with centimeter markings 
in the photograph to indicate the size of the lesion

2. Use a blue or gray curtain as a backdrop whenever
possible

3. Always use flash even when the natural light is good



patient be reasonably informed and give oral consent, the
recommended procedure is to obtain a signed informed
consent form,5 especially if the patient can be recognized
from the photograph. The use of recognizable photographs
should be avoided when possible, but this is not always
feasible. In the case of real-time teledermatology, minimal
conditions of privacy, comfort, lighting, and an appropriate
physical space are essential.3 These requirements are less
important for asynchronous consultations, which only
require an appropriate photographic technique and
procedure. To facilitate the consultation, teledermatology
protocols should be carefully explained to the patient before
the start of a video session. The personnel (primary care
physicians, nurses, and technicians) must receive appropriate
training since their role is to be the hands and ears of the
dermatologist. The staff involved in the process should all
be properly trained and need not always be physicians;
nurses and qualified paramedical healthcare staff may also
present the teleconsultation.30,104

In over 50% of cases, the consultation may not be
completed using telemedicine alone. It is, therefore, essential
not to consider telemedicine as the only option, but rather
as a technique that complements conventional face-to-face
consultation. Face-to-face consultation may be deemed
necessary because of difficulties in diagnosis (complex cases,
the need for palpation, or difficulties in obtaining quality
images), or the need for additional investigations or
treatments that can only be performed in a hospital setting
(cryotherapy, biopsies, surgery, etc).29,30

Legal and Organizational Aspects

The organization of a teledermatology system is as complex
as any activity involving coordination between different
levels of the healthcare system. All the professionals involved
require special training and must, obviously, accept their
role within the system. Appropriate investment is required
to implement a teledermatology system, and time must be
allocated specifically for all of these activities. Although
these recommendations may appear rather obvious, quite
a few telemedicine programs have failed because these
indispensable requirements were not fulfilled.20,23

Secure access is another very important aspect that must
be taken into account.5 Cryptography in the secure
transmission of electronic data deals with the 3 key aspects
that lie at the center of the so called security onion:
confidentiality, identification-authenticity, and integrity of
the data.105 Compliance with current legislation regulating
the privacy of sensitive data (since medical records are always
considered sensitive) involves the following key points: the
use of secure protocols (https), user and password
authentication, traceability of access, and the preferred use
of intranets rather than open networks.106 In any case, both
American107 and European90 legislation allows medical data

to be shared between colleagues when the objective is the
care of the patient.16 When the material is for use in medical
training or education, explicit consent is required from the
patient whose photographs or data are used.17

As an emerging technology, the use of teleconsultation
poses legal problems that must be resolved.108,109 However,
it is not considered that these aspects represent an obstacle
to the implementation of telemedicine systems.110 The
central debate is focused on deciding which party is
ultimately responsible for the consultation carried out using
this system, in the case of both the diagnosis and the
treatment of the patient.103 In this respect, the telemedicine
consultation does not differ from the conventional
management model. It consists of clinical advice given by
the specialist to the consulting physician and the latter
continues to be responsible for the care, diagnosis, and
treatment of the patient.17,111

The question of how to invoice teledermatology services
is a problem common to both public and private care
providers. In private medicine, telemedicine is included in
the fee schedules, and this has been the case since 2000 in
the United States of America. Medicare insurance covers
teleconsultations via video conferencing systems in all rural
areas of the country and asynchronous consultations with
Hawaii and Alaska.16,31 In public medicine, it is the task of
administrators to quantify this activity and allocate time
for the work involved to both the primary care physician
and the dermatologist. Failure to do this will lead inevitably
to work overload and the eventual failure of the telemedicine
system.7 Perhaps the main obstacle in private medicine is
the need for insurance coverage for malpractice.31 One final
aspect that should be taken into account is whether
physicians can be obliged to undertake teledermatology as
another routine medical task in their working day, or whether
the use of teledermatology should be voluntary.5 Most
medical centers choose the second option because it is the
only way to ensure the proper functioning of the system.
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